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IN THE CLAIMS ; 

Phase find below a listing of all of the pending claims. The statuses of the claims are 
set forth in parentheses, 

1. (Currently Amended) A method for increasing peer privacy, comprising; 

forming a path from a provider to a requestor by selecting a plurality of peers 
in response to receiving a request for information; 

updating a tabic on each peer of said plurality of peers with a respective path 
index encry for said information: 

tr ansmi tting a message to said requestor through said plurality of peers, said 
message comprising said information and a path index for said information from said 
provider; as4 

determining a next peer according to said path for said information by 
searching said table of each peer of said plurality of peers with said path index as an index 
into said tabic; 

retrieving an iden tity of said_ncxt_pccr_flctMnding_to_said oath for said 
information and a respective index peer_of_said next pcen 

encrypting_said oathjndex with_a_nubHc key of said respective, index, peerpf 
said next peer_tojbrm_a,next_staie_of_said oath index: and 

transmitting a new message w it h said information and said nextstale of said 
path Jndcjias said oath index to said next peer. 

2« (Canceled). 
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3. (Original) Tlie method according to claim 1, fiulher comprising: 

receiving said request for information at a directory; 
determining an availability of said information; and 
notifying said requestor of a determination of non-availability. 

4. (Original) The method according to claim 1, further comprising: 

receiving said request for information at a directory; 
determining an availability of said information; and 

generating an encryption key in response to a determination of said 

availability. 

5. (Original) The method according to claim 4 t further comprising: 

determining a first next peer from Said provider and a respective index peer for 
said Erst next peer according to said path; and 

encrypting a reference to said information, said first next peer, and said 
respective index peer of said first next peer with said encryption key. 

6. (Original) The method according to claim 5, wherein said encryption key is 
generated according to a OES encryption algorithm. 

7. (Original) The method according to claim 5, further comprising: 

encrypting said encryption key with a public key of said requestor; 
encrypting said encryption key with a public key of said provider; 
forming a provider message, wherein said provider message comprises: 
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said encryption key encrypted with said public key of said requestor, 
said encryption key encrypted wilh said public key of said provider, 
said encrypted reference; and 

said encrypted first next peer and said respective first index peer; and 
transmitting said message to said provider. 

8. (Original) The method according to claim 1 ? further comprising: 

forming a respective path message to each peer of said plurality of peers, said 
respective path message comprising said respective path index entry. 

9. (Original) The method according to claim S, wherein said respective path index 
entry comprises an identity of a next peer according to said path, a respective index peer for 
said next peer, and an index entry. 

10. (Original) The method according to claim 8, wherein said identity of next peer 
according to said path and said respective index peer for said next peer arc encrypted with a 
public key of a peer receiving said respective path message. 

1 1 . (Original) The method according to claim 8, wherein said index entry is formed 
according to { public^ [..public^ [public^ ("))..)}, where b s represents said respective index 

peer* 
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12, (Currently Amended) A method of transmitting infonnation, comprising: 

updating a respective tabic of each peer of a plurality of peers with a 
respective path index entry in response to receiving a path formation message containing said 
respective patii index entry; 

receiving a message comprising said information and a path index; and 

forwarding said information to a next peer in response lo a determination of 
said next peer from said tabic with said path index as a search index into said table; 

forming a next state of and nath Jndcx_bv_encrvprin^said_path_indexjyith_a 
oublic_kcv_of_ a respective indcxpeerof said next peer: 

formmtLa_new message with said information and said next state of said path 
indey ag ffftjd.path -inland 

transmitting said new message to said next peer , 

13. (Canceled), 

14, (Original) The method according to claim 12, further comprising: 

determining an availability of information in response to receiving a request 
for information from a requestor, and 

notifying said requestor of a determination of non-availability, 

15. (Original) The method according to claim 12, further comprising: 

determining an availability of information in response to receiving a request 
for information from a requestor; and 
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forming a pulh through a plurality of peers with a provider as a beginning of 
said path to said requestor in response to a determination of availability. 

16. (Original) The method according to claim 15, further comprising: 

generating an encryption key; 

determining a first next peer from said provider according lo said path and a 
respective index peer to said first next peer, 

encrypting a reference to said information, said first next peer and said 
respective index peer with said encryption key; and 

transmitting a retrieval message to said provider, said message comprises: 
said encrypted reference; 
said encrypted first next peer; 

said encrypted respective index peer of said first next peer; 

a value of a message counter for said information; 

said encryption key encrypted with a public key of said provider; and 

said encryption key encrypted with a public key of said requestor. 

17. (Original) The method according to claim 15, wherein said generation of said 
encryption key utilizes a DES encryption algorithm. 

1 8. The method according to claim 1 5, further comprising: 
receiving said second message at said provider; 

applying a complementary key to said public key of said provider to said 
obtain said encryption key; and 
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applying said encryption key to said encrypted reference to retrieve said 

reference. 

19, (Original) The method according to claim 1 8, further comprising: 
retrieving said information based on said decrypted reference; 

encrypting said information with said encryption key; 

forming said message, wherein said message comprises: 
said encrypted information; 

encryption key encrypted with a public key of said requestor, and 
said path index formed by encrypting said value of message counter 
with a public key of said respective index peer of said first next peer, and 

transmitting said message to said first next peer according to said path. 

20* (Original) The method according to claim 12, further comprising: 
receiving said message at said requestor; 

applying a complementary key to said public key of said requestor to said 
encryption key encrypted with said public key of said requestor to obtain said encryption key; 

applying said encryption key to said encrypted reference to retrieve said 

information. 

21. (Currently Amended) A method of increasing peer privacy, comprising: 

selecting a path for information from a provider to a requestor through a 
plurality of peers in response to a received request for said information; mi 
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receiving a respective set-up message ui each peer of said plurality of peers, 
wherein said respective sct*up message comprises a predetermined label and an identity of a 
next peer for said information according to said path; 

generating: an encryption kev: 

encrypting said encryption kcv_wjth_a pixhlic_kcy_of saidrcquestor; 
cncryptinyLSnid encryption key wuh n public kcy_of said provider: and 
encrypting a transaction identifier, a reference for said information, and a first 
next peer according_to_said path with_said_encryption kcy » 

22* (Original) The method according to claim 21 f further comprising: 

updating a table with said predetermined label and said identity of a next peer 
for said information according to said path. 

23* (Currently Amended) The method according to claim 22, further comprising: 
receiving a message, wherein said message comprises: 

t(anj] said encryption key encrypted with a public key of said 

requestor; 

said information encrypted with said encryption key; and 
a message label; and 
retrieving said identity of next peer from said table in response to said 
message label matching said predetermined label in said table. 

24* (Original) The method according to claim 23, further comprising: 
encrypting said label with a public key of said next peer, 
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reformatting said message with said label encrypted with said public key of 
said next peer as said label; and 

transmitting said message to said next peer. 



25, (Original) The method according to claim 23, farther comprising: 
comparing said identity of said next peer with a current peer; 
decrypting said encryption key encrypted with a public key of said requestor 
in response to said identity of said next peer being said current peer; and 

decrypting said information encrypted with said encryption key. 



26. (Canceled). 



27. (Currently Amended) The method according to claim [(26)] 2L further 
comprising: 

forming a retrieval message comprising: 

said encryption key encrypted with said public key of said requestor; 

said encryption key encrypted with said public key of said provider; 

said transaction identifier, said reference for said information, and said 
first next peer according to said path encrypted with said encryption key; and 
transmitting said retrieval message to said provider. 



28. (Original) The method according to claim 27, further comprising: 

applying a complementary key of said provider to said encryption key 
encrypted with said public key of said provider; and 
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decrypting said reference for said information* said transaction identifier, and 
said first next peer. 

29. (Original) The method according to claim 28, further comprising: 

retrieving said information bused on said reference for said information; 
encrypting said information with said encryption key; and 
forming a message label based on said transaction identifier. 

30. (Original) The method according to claim 29, further comprising: 

forming a message including said encrypted information and said message 

label; and 

transmitting said message to Said first next peer, 
3 1-41 » (Canceled). 

42. (Currently Amended) A method of increasing peer privacy, comprising: 

forming a path for information Scorn a provider to a requestor through a 

plurality of peers in response to a received request for said information; 

transmitting to each peer of said plurality of peers a respective set-up message 

comprising of a predetermined label and an identity of a next peer for said information; ead 
if a label storcd.ai an.tnt£Tmcdiate_necT_of the nlura1iw_pf peers jloesnot match 

the predetermined label in the sct-un message, the intermedia tc.pccrstorcs the orcdetcrmmcd 

labctandthc corrcspondingjdentity of the next neen 
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if a lahel stored at the intermediate peer match^Jhe_predeterrnined_tabd,_the 
in tcrmcdiaic_nccr_ retrieves n previously stored message and Ecncratcs_a_ncxt_smtc _or the 
predetermined label for the setup message: and 

transferring said information over said path in a message by determining a 
next peer according to said path by matching a message label included in said message to said 
predetermined label. 

43. (New) The method of claim 42, wherein generating a next state further 
comprises: 

encrypting the received predetermined label with a public key of a respective 
index peer of the next peer. 

44. (New) The method of claim 42, wherein the stored message comprises: 

an encryption key encrypted with the public key of the requestor. 
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